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Mojaennb yrpo3 6e301nacHOCTH NEPCOHATLHBIX TaHHBIX
I'bOY OOII noc. ULabundyeBcKkui

|. Ilepevyenb 0003Ha4YeHUIT M COKPALLICHUH

. APM - apromaru3upoBaHHOe pabodyee MeCTo;

. P - unpopmannonusiii pecypc;

. UCII/IH - nadopManmoHHast cCuCTeMa MePCOHATBHBIX JIAHHbIX;

. K3 - Kourponupyemas 30Ha;

. II/TH - mepcoHabHbIE JaHHBIE;

. 11O - mporpammuoe obecrieueHue;

. IITC - nporpaMMHO-TEXHHYECKHE CPE/ICTRA;

. [IDMUH - no6o4HbIe 3IeKTPOMArHUTHBIC H3TyYEHHS U HABOJIKH;
. C3U - cpencrra 3ammThl HHGOPMAITHH;

10. CK3U - cpencrBa kpuntorpaguyeckoil 3amuThl HHPOPMALUH;
11. ®©Cb - denepanbhas ciryx6a 6€30MaCHOCTH;

12. ®CO - depepanbHas cnyx0a OXpaHEbL;

13. ®CTOK - denepanbhast ciryx0a 110 TEXHHYECKOMY U 9KCIIEPTHOMY KOHTPOITIO.

O© 00 NO OB WN -

1. O61Me moJ1oKeHus

1. Hacrosimas mojens yrpo3 0e30macHOCTH MEpCOHAIbHBIX JaHHBIX (#aiee — Mojenb)
COJIEP’KUT CHUCTEMaTU3UPOBAHHBIN MepeueHb Yrpo3 0€30MacHOCTH MEePCOHANBHBIX JTaHHBIX MPU
ux obpadotke B ' BOY OOILI noc. UnbuueBckuii (nanee — YupexaeHue). YKazaHHbIE YTPO3bI
MOTYT UCXOJHWTh OT MCTOYHUKOB, UMEIOUIMX AHTPOIMOT€HHBINA, TEXHOT€HHBIA W CTUXHIHBII
xapaktep u Bo3aeicTByromux Ha ys3zBuMoctu MCII/IH, xapakrepnsle ans panHon WMCII/H,
peansysi TeM caMbIM yTrpo3bl HHHOPMAIIMOHHOMN 0€3011aCHOCTH.

2. B Mopenu pnaercs o6oOmennoe omnucanue WCIIJIH, cocTtaB, kaTeropuu u
npeznonaraeMelii 00bemM oOpabatsiBaembix [1/1H ¢ mocnenytomeit knaccudukaruenn MCITIH.

3. Mopens onuchiBaeT MOTEHIMATIBHOTO HapymmTenst Oe3omacHocT [1JH ¥ oAX 0Bl 1O
OTIpPENIENIEHUIO AaKTyaJbHOCTH YIPO3 C YYETOM BO3MOXKHOCTEH HapyLIUTENIs U OCOOCHHOCTEH
koHkpetHor MCII/IH.

4. Hacrosmas Mopenp pa3paboTaHa B COOTBETCTBHH C TpeOoBaHusMH DenepasbHOTO
3aKOHOJIATENBCTBA U (peIepaIbHBIX OPraHOB I10 3alUTe EPCOHATIBHBIX JAHHBIX.

I11. XapakTepucrnka 00bekTa HHGOPMATH3ALUA
B IlIxone cymectBytoT cieayroniue tunsl UCIT/H:

1. UCIIJIn BenmeHumst OyXTaJITEpCKOro YydYeTa, pacdyeTa 3apaboTHOM TUIaTHI.
2. UCIIH nepenaun nHpopMmaiuu, B ToM uncie [1JIH, B 1eNIX UCTIOTHEHHS



DenepanbHbIX 3aKOHOB.
3. CocraB UCII/IH u oOpabaTbiBaeMbIX B HHMX TEPCOHAIBHBIX JAHHBIX TPHUBEACH B
[Ipunoxxenun Nel k HaCTOSIIEMY TOKYMEHTY.
4. B xauectBe 00bekTa HHPOpPMATU3ALMH Y UPEKICHUS BHICTYAIOT:
1. ABTOHOMHBIE aBTOMATU3UPOBaHHbIE paboune Mecta (APM).
2. JIokanbHbIe BEIYUCIUTENbHBIE CETH.

5. B 3aBuUCMMOCTH OT XapakTepUCTUK U OCOOEHHOCTEH OTAENbHBIX OOBEKTOB 4YacTh
BBIUHUCIUTENBHBIX CPEJICTB JaHHBIX YUPEeKICHHUS TMOJKIYEHa K CETAM CBA3M OOIIEro
MOJIb30BaHUA U (W) CETSAM MEKAYHAPOIHOTO WH(OPMAIIMOHHOTO OOMEHA.

6. BBox mepcoHalbHBIX JAHHBIX OCYIIECTBISETCS Kak C OyMaKHBIX HOCHUTEJeH
(Hampumep, TOKYMEHTOB, YAOCTOBEPSIONIUX JIMYHOCTh cyObekTa I1J[H), Tak ¥ C AIEKTPOHHBIX
HOCHUTENEeH HHPOPMAIIIH.

7. UCIIQn npennonaratotr pacnupenenacHuyo (Ha APM) o6pabotky u xpanenue [1/1H.

8. Ilepconanbubie nanubie cyobekToB [IJIH moryt BeiBoauThes u3 MCII[H ¢ menbro
nepeAadyd MEPCOHATBHBIX JIAHHBIX CYOBEKTOB YUpEXKICHHS, KaK B JJICKTPOHHOM, TaK U B
OyMaXHOM BHUJIE.

9. Kontpomupyemoii 3on0# (K3) MCII[AH sBstoTCA 3MaHUS U OTAEIbHbIC TTOMEIICHHS.
B mpepenax koHTponupyeMoil 30HBI HaXOSATCsl pabouyume MecTa IoJIb3oBaTeneil M Mecrta
XpaHEHHS APXUBHBIX KOIUIA JaHHBIX, CETEBOC U TEICKOMMYHHKaImoHHoe ooopynoBanue VICIT/Ix. Bre
KOHTPOJIUPYEMOU 30HBI HAXOAATCS JMHUM NEpPelayd JaHHbIX M TEJIEKOMMYHUKAIMOHHOE
o0opy/oBaHue, HCIOJIb3yeMoe Il HH()OPMAIMOHHOTO OOMEHa IO CeTSAM CBSI3H OOIIEro
MOJIb30BaHUA U (WJIM) CETAM MEXAYHApOAHOr0 HH(POPMALIMOHHOTO OOMEHA.

IV. CocraB, kaTeropuu u 00beM NMepCcOHATbHBIX IAHHBIX, ONPe/ie/ieHie YPOBHS
3alUIIEHHOCTH MEePCOHAIBHBIX JAHHBIX

1. Ha ocHOBe XapakTepuCTHK © ocoOeHHOocTedl wucnoipdyembix WCII[IH wu
00pabaTbIBaeéMbIX B HUX MEPCOHAJIBHBIX JAHHBIX, MOKHO KOHCTaTMPOBATh, YTO MEPCOHAJIbHBIE
nanHble cyobekToB II/lH, oOpaOarbiBatoTcsi B YupexaeHUH HWH(GOPMAIMOHHOM CHCTEMOI,
oOpabatbiBaromieli  OOIIEJOCTYIIHbIE  NEepCOHAJbHbIE  JIaHHBIE, a TakXe CHUCTeMOii,
oOpaOaThiBaloIlled MHbIE KAaTErOPUU MEPCOHANbHBIX JaHHbIX. CrHenuaibHble KaTeropuu
NEPCOHATBHBIX JAHHBIX U OHoMeTpuueckue nepcoHanbuble naHHble B UCII[AH YupexaeHus He
00pabaThIBarOTCHI.

2. Insa UCIIJH YupexaeHus akTyajdbHbI yrpo3bl 2 THITA - YTPO3bI, CBA3aHHBIC C HATHYAEM
HE/IOKYMEHTHPOBAHHBIX (HEAEKIApUPOBAaHHBIX) BO3MOXKHOCTEH B MPUKIIAJHOM IMPOrpaMMHOM
obecrieueHny, UCIOoab3yeMOM B MH(MOpMaImoHHOW cucteme. COrTacHO akTy Kiacchu(HUKanuu
MH(OPMAIIMOHHOM CHUCTEMBI MEPCOHAIBHBIX JaHHBIX YUpEexXJIeHHIO TpeOyeTcs obecreunTsb 3-uit
YpOBEHb 3alllMIICHHOCTH MNEPCOHAIBHBIX JaHHBIX MpH HX 00paboTke B MHGPOPMAIMOHHOM
CHCTEME.

V. Cnioco0bl HApYIIEHUS XAaPAKTEPUCTHK 0€30MACHOCTH MEPCOHAIBHBIX TAHHBIX

1. Hcxons u3 mepeuHs NepcoHaIbHBIX JaHHBIX, 0OpabareiBaeMbix B MCI1/IH,
CYLIECTBYIOT CJIEIYIOLINE CIIOCOOBI HapyIIeHHsI XapakTepucTuk 6ezonacuoctu [1/1H:
e  XWICHHE MEePCOHATBHBIX JaHHBIX COTPYAHUKAMHU Y UPEKICHUS /IS UCIIOIh30BAHUS B
KOPBICTHBIX TIEJISIX;
e -miepenavya (pUHAHCOBOM, aJPECHOM, IOPUINYECKON M Tpouei HHPOPMAIMH O CYOBEKTE
[1I/I1 TpeTbuM uLaMm;
e HECAHKIMOHMPOBAHHOE MyOJIMYHOE pa3IJIalleHUe EPCOHATBHBIX TaHHBIX, CTABIIMX
M3BECTHBIMU cOTpyaHHKaM LIIkombr;
® HECAHKIMOHMPOBAHHOE NOJIYYEHUE MEPCOHAIBHBIX JaHHBIX TPETBUMHU JIMILIAMU;
YHUYTOXKEHUE (PMHAHCOBOM, aapecHoil u mpouel nHpopmanuu o cyorekre I1/1H;
Mo ubuKaiys pruHAHCOBOM, afpecHoi u npoueit nnpopmarmu o cyobekre [1/1H;
OsiokupoBaHne (PUHAHCOBOM, aApecHON W mpodeit nHpopmanmu o cyobrekte [1/]H;
®  BBOJ HEKOPpPEKTHOW (PpMHAHCOBOM, azpecHOi U mpouelt nHpopmaruu o cyonexre [1/1H;



- Iepeziaya HEKOPPEKTHON (PMHAHCOBOM, aAPECHO U Tpoueii nHpopMaIu o0 CyObeKTe
BVILH
e - HCKaXCHME apXUBHOH nH(popManmu 1o cyosekty [1/1H.

e - YHUYTOXXCHHE apXUBHOU MHPopMaruu 1mo cyonrexty IT/1H.

V1. ¥rpo3sl 0e30nacHOCTH NMEPCOHAJBHBIX JIAHHBIX, IPH UX 00padoTke B
HH(POPMALMOHHBIX CHCTEMAaX MePCOHATbHBIX JAHHbIX

1. Tloxm yrpo3amu O€30MACHOCTH MEPCOHAJBHBIX HAHHBIX NP HX 00paboTKe B
NCII[IH noHMMaeTCsl COBOKYITHOCTh YCIOBHH U (DaKTOPOB, CO3JAIONTUX MOTCHIMAIBHYIO WUITH
peasbHO CYIIECTBYIOIIYIO OIACHOCTh, CBS3aHHYIO C yTeukod wuHpopMamuun u (Win)
HECAaHKLIMOHUPOBAaHHBIMU M (WMJIM) HENpeAHAMEPEHHBIMU BO3JCUCTBUAMU Ha Hee. Takum
obpa3zom, yrpossl 6e3omacuocTu [/ npu nx o6padorke B MCIIIH MOTYyT OBITH CBSI3aHBI KaK C
HenpeaHamepeHHbiMu  aeiictBusiMu  nepcoHana MCIIJJlH, Tak u co crnenuaibHO
OCYILIECTBISIEMBIMA HENPABOMEPHBIMU JACUCTBUSIMM OTIENBHBIX OpPraHU3aLUA U TpaxkJaH, a
TaK)ke MHBIMM UCTOYHHMKaMu yrpo3. HempaBoMepHble A€HCTBUS MOTYT MCXOJUTh TAKXKE U OT
COTPYIHUKOB YupexJeHus B Cilydyae, KOIJla OHM paccMaTpuBalOTCd B KadecTBe
MOTEeHIIMATIBLHOTO HapymuTens 6ezomacHoctu [1/H.

2. B nensix ¢hopMuUpoBaHHs CUCTEMATHU3UPOBAHHOTO MepedHs yrpo3 OezonacHoctu [1/1H
npu ux obpaborke B WCII[IH m pa3paboTke Ha WX OCHOBE YACTHBIX (JETAIN3HPOBAHHBIX )
Mojieniell MpuMeHuTeNbHO K KoHkpeTHoMy Buay MCII/IH, yrpo3sl 6e30macHOCTH MePCOHATbHBIM
nanHbiM B MCIT/IH MOo>kHO KiaccuuuupoBaTh B COOTBETCTBUU CO CIIEIYIOIIMMHU ITPU3HAKAMU:

e I10 BUJaM BO3MOXKHbBIX HCTOYHUKOB yIpoO3;

e 10 tuny UCIIJIH, Ha KOTOpBIE HaMpaBJIEHA peaTn3alus yrpos;

® [I0 BHUJAY HapylIaeMoro cBoiicTBa MH(popmanuu (BUAY HECAHKIIMOHUPOBAHHBIX
neicTBuid, ocymiectBisgeMbix ¢ [1/1H);

e 110 crioco0am peanu3aluy yrpos;

e II0 UCIIOJIBb3YEMOU YA3BUMOCTH;

e 110 OOBEKTY BO3JCHCTBHS.

3. My UCTI/IH cymiecTBYIOT CleIyrOIIHe KiIacchl yrpo3 6e3onacHocty [1/1H:

e [lo BMIaM BO3MOKHBIX HCTOYHHUKOB yYIPO3 0€301aCHOCTH NMEPCOHAJBHBIX JAHHBIX
O yrpo3bl, CBSI3aHHBIE C [pPEIHAMEPEHHBIMH WJIM  HEIMpeJIHaMEpPEHHBIMU
nevctBusmu sui, umerommmu goctyn Kk UP MUCII/IH, Bkirovas mosib3oBaTenen,
peanuzyrouue yrpo3bl HenocpeactseHHo B UCII/H;
O yrpo3bl, CBSI3aHHBIE C [pEeJIHAMEPEHHBIMH WJIM  HEMpeIHaMepPEHHBIMU
neicTBusAMH ML, He uMmeronmx poctyna k UCIIJIH, peanusyromue yrpo3sl u3
BHEIIIHUX CeTeH CBA3M OOLIEro IMoJIb30BaHUS U (MJIM) CeTe MEeXIyHapOoJHOIO
MH(OPMALIMOHHOTO 0OMEHA;
O yrpo3bl, BO3HUKHOBEHHE KOTOPBIX HANpPSAMYIO 3aBHCUT OT CBOMCTB TEXHHKH,
ucnouszyemoit B UCII/H;
O YIpo3bl, CBI3aHHBIE CO CTUXUMHBIMU NIPUPOIHBIMU SIBICHUSMH.
Kpome 3T0ro, yrpo3sl MOTyT BO3HMKAaTh B PE3yJIbTaTe€ BHEAPEHUS allapaTHBIX 3aKJIaJ0K U
BPE/IOHOCHBIX MPOTPAMM.
e Ilo Tumy UCII/IH, Ha KOTOpBIEC HANIPaBJICHA yIpo3a:

ITo cTtpykrype UCII/IH, Ha KOTOpBIE HaMpaBJIEHA yrpo3a, HEOOXOJAMMO paccMaTpUBaTh

CJIEYIOIINE KIIACChl YTPO3:
O yrpo3sl 0e30macHOCTH JaHHbIX, oOpabarteiBaeMbix B MCIIJIH Ha 06a3e
ABTOMATHU3HPOBAHHBIX pabOYNX MECT;
O yrpo3bl 0e30MMacHOCTH JTaHHBIX, 0OpadaTeiBacMbix B MCIT/IH Ha 6a3e okabHBIX
MH(POPMAIIMOHHBIX CHCTEM.
e Ilo cmocodam peanu3anuu yrpos

[To criocobam peanusanuu yrpo3 BbIACISAIOT CIEIYIOIINE KJIaCChl yTPO3:

O yrpo3bl, CBsI3aHHBIE C HECAHKIMOHUPOBaHHBIM jgoctyrnoM k [I/ln (B ToM uucie

Yrpo3bl BHEAPEHUS BPELOHOCHBIX NIPOTPAMM);

o yrpo3sl yreuku [1J1H mo Texanueckum kananam yreuku nHpopmanuu (TKYN);



O yrpossl cnenuanbHbix BoznencTuit Ha UCITH.

IIo Buay Hapymaemoro cpoiictBa HMH(pOpMANUM (HECAHKUMOHHUPOBAHHBIX [elCTBUI,
OCYHIECTBJISIEMBIX € MEPCOHATbHBIMHU JAHHBIMM)

[lo BUly HECAaHKIIMOHMPOBAHHBIX ACHCTBUM, OCYIECTBISEMBIX C NEPCOHAIBHBIMU
JAHHBIMHU, MOYKHO BBIIETIUTH CIEAYIOLINI KiIacc yrpos:

O yrpo3bl, IPUBOJALINE K HapylIeHHI0 KoHpuaeHuuaibHoctu [1/IH (konmupoBaHuio
WM HECAaHKUHMOHHUPOBAHHOMY PacCHpOCTPAHEHUIO), MPU pealn3alii KOTOPHIX HE
OCYILIECTBIISICTCSI HEITOCPEACTBEHHOTO BO3/ICHCTBHSA Ha CoJiepKaHne HH(popMaIumy;

O  YIpO3bl, IPUBOJASIINE K HECAHKIIMOHUPOBAHHOMY BO3/ECHCTBUIO Ha COAEPIKAHNE
uHpOpPMaLKH, B pe3yIbTaTe KOTOPOTO MPOUCXOTUT U3MEHEHHE JaHHBIX M X
YHUUTOXEHUE;

O  YIpO3bl, IPUBOJSIINE K HECAHKIIMOHUPOBAHHOMY BO3/ICHCTBUIO HA IPOTPaMMHBIE
WM IIporpaMMHo-anmnaparsblie 3seMeHTsl UCII/IH, B pe3ynbraTe KoToporo
OCYIIIECTBIISIETCS OJJIOKUPOBAHUE TAHHBIX.

ITo ncnosib3yeMoii yA3BUMOCTH BbIICJISIOTCSA CJIeAYyI0LIHe KIAacChl YIPo3:

O YIpO3bl, peajiu3yeMbl€ C UCIOJIB30BAHUEM YSI3BUMOCTH CUCTEMHOT'O MPOrPaMMHOIO
obecnieuenus (I10);

O yrpo3bl, peaan3yeMble C UCIOJIb30BAHUEM yA3BUMOCTH IIpukiagHoro [10; - yrpo3ssl,
BO3HUKAIOIIKE B PE3YJIbTATE UCIIOJIb30BAHUS YSI3BUMOCTH, BHI3BAHHON HAJIMYUEM B
NCII/In annmapaTHOM 3aKJIaKu;

O yrpo3bl, peaanu3yeMble C UCIOIb30BAaHUEM YSI3BUMOCTEHN MPOTOKOJIOB CETEBOTO
B3aUMO/ICHCTBUS U KAHAJIOB NEpe/layul JaAHHBIX;

O  YIpo3bl, BOBHHUKAIOIIKE B PE3YNbTATE UCIOIb30BAHUS YSI3BUMOCTH, BbI3BAHHOMN
HEJOCTaTKaMU OpPraHMU3aINHN TEXHUYECKON 3alUuThl THOPMAIUU OT
HECaHKIMOHUPOBAHHOTO JIOCTYTIA;

O YIpO3bl, pealu3yeMble ¢ UCIOJIb30BaHUEM YA3BUMOCTEN, 00YCIOBIUBAIOIINX
HAIMYUE TEXHUYECKUX KaHAJIOB YTEUKH MH(POPMAIUY;

O yrpo3bl, peaiu3yeMble C HCIOJIb30BAHUEM YSA3BUMOCTEH CPEJCTB 3alUThI
UH(pOpMaLIUH.

ITo 00BbeKTy BO3aeHCTBHS BBIACISIOTCS CIEAYIOIINEe KJIACChI YITPO3:

yrpo3bl 6e3omacHoctu [1/]H, o6pabaTeiBaembix Ha APM;

o yrpo3ssl 6e3onacHocTH [1J[H, mepenaBaeMBbIX MO CETSIM CBSI3H;

O yrpo3bl MPUKIAIHBIM IIPOTPaMMaM, C IOMOIIBI0 KOTOPbIX oOpabateiBatoTcs [1]1H;
o yrpo3ssl cucreMHomy I10, obecnieunBatoiemy ¢pynkuonuposanue UCII/IH.

(@]

VII. XapakTepucTika HCTOUHMKOB YIPo3 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX B
NCIIdn

1. B otnomenun WCIIIH MoryT cymiecTBOBaTh TpH THIIA HCTOYHHKOB yIpo3
6e3onacuoctu [1/1H:
1. AHTpororeHHble HCTOYHUKH yrpo3 Oezonacnoctu [1/1H.
2. TexHOTEHHBIE UCTOYHUKHU yrpo3 Oe3omacHocTH [1/1H.
3. CruxuiiHble UCTOYHHUKH yrpo3 6e3onacHoctu I1/1H.

AHTpONOreHHbIe HCTOYHUKH Yrpo3 6esonacHoctu I1/In

B xauwectBe anTpomorenHoro wucrounuka yrpoz s MWCIIJIlH  HeoOxomumo
paccMaTpuBaTh cyOBeKTa (JIMYHOCTB ), HMEIOIIEro CaHKI[MOHHPOBAHHBIN WIIN
HECaHKITMOHUPOBAHHBIA JOCTyn K pabore co mraTHeiMH cpeactBamu WCIIH, nericTBus
KOTOPOTO MOTYT TIPUBECTH K HapYIICHHIO O€30MacCHOCTH MEPCOHATBHBIX JIAHHBIX.
AHTpOTIOT€HHBIE UCTOYHUKH yrpo3 1o oTHomeHuio K MCII/IH MoryT OBITh Kak BHEIITHUMH, TaK
Y BHYTPEHHUMU



Cpenu BHELIHUX AaHTPONOTEHHBIX HMCTOYHMKOB MOKHO BBIIECIUTh CIydyalHbIE U
[peAHaMEPEHHbIE HCTOYHHKH.

Crnydaiinble (HerpeAHaMEPEHHbIC) HCTOYHUKHA MOTYT MCIOJIb30BaTh TAKUE YA3BUMOCTH,
KaKk omuOKH, coBepuieHHbIe Tpu npoektupoBannu HCII[H u ee ayieMeHTOB, OMMOKH B
MPOrpaMMHOM  OOECIICUEHUH; pa3IUYHOTO poja CcOOM ¥ OTKa3bl, TOBPEXKICHUS,
nposiBiisiemble B MUCII[IH. K TakuM HCTOYHMKAM MOXHO OTHECTHM MEPCOHA MOCTaBIIMKOB
Pa3IMYHOTO pOAA YCIYT, MEPCOHAT HAI30PHBIX OpraHU3allMii W aBapUUHBIX CIYKO W T.II
HeiictBust (Yyrposbl), UCXOZSIIME OT JaHHBIX MCTOYHUKOB, COBEPIIAIOTCS IO HE3HAHWUIO,
HEBHUMATEJIBHOCTH WM XaJaTHOCTH, U3 JIFOOOMBITCTBA, HO 0€3 3JI0T0 YMEICIIA.

[IpegnamepeHHble  UCTOYHMKM  TPOSBISIOTCS B KOPBICTHBIX  YCTPEMJICHUSX
Hapymmrteneil. OCHOBHASI 1eNIb TAKUX MCTOYHHKOB — YMBIIUICHHAS J1€30pTraHu3anus padoThI,
BbIBOJ cucteM OpraHu3anuu U3 CTPOs, UCKakeHHWe MH(OpMalMU 3a CYeT MPOHUKHOBEHHUS B
UCIIIx nmyTeM HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

BHyTpeHHUMH HCTOYHHMKAMH, KaK IMPaBWJIO, SBISIOTCA CHEHHAIUCTBl B O0OJIACTH
MPOrPaMMHOTO OOECIEYCHHSI W TEXHHYECKUX CpPEICTB, B TOM YHCIE CPEICTB 3aIIUTHI
uH(pOpMaLlUK, MMEIOIIMEe BO3MOXXHOCTh HCIIOJNIB30BAaHHUS IITATHOTO OOOpYIOBaHUS U
nporpaMMHoO-TexHrueckux cpencts MCIIn. K TakuM nctouHnkam MOKHO OTHECTH OCHOBHOM
MepCcoHaN, TMpeACcTaBUTENel Ciayxk0 O€30MacHOCTH, BCHOMOTAaTEIbHBIA M TEXHUYECKUI
MepCoHal.

JlJi1 BHYTPEHHUX UCTOYHHUKOB YIPO3 0c000€ MECTO 3aHUMAIOT YTPO3bl B BUE
OLIMOOYHBIX JIEHCTBUS U (UJIM) HapyLUIEHU TpeOOBaHUM IKCIUTyaTallMOHHOW U MHOM
JOKYMEHTAIlUU COTpYAHUKaMU YupexaeHus, umeromux goctyn Kk UP UCII/Ix. K nogo0HbIM
yIrpo3am, B 4aCTHOCTH, OTHOCSITCS:

O HENpPeIyMBIIIJIEHHOE UCKAKEHUE WU YJAJICHUE POrpaMMHBIX KOMIIOHEHTOB;

O BHEAPEHHE U UCIIOJIH30BAHNE HEYYTCHHBIX MPOTPAMM;

O WTHOPUPOBAHME OPTaHMU3AIMOHHBIX OTpaHWYeHUN (YCTAaHOBIEHHBIX TMPABWUI) TPH

pabore ¢ pecypcamu HWCII[AH, Bkimrodas cpenctBa 3amuThl uHpopManuu. B

YaCTHOCTH:
O HapylleHMe TMpaBUJI  XpaHEHUs HMHPOpPMAlMM  OrPaHMYEHHOro  JOCTYyIa,
UCIIONIB3YEMOM  TPU  JKCILIyaTallMM  CPEICTB  3aIlUThI uH(popManuu

(kJ1r04€BOM, MApOJIbHOM U ayTeHTU(PULUPYIOLIEH HHPOpMAIIH);

O MPENOCTAaBJIECHWE IIOCTOPOHHUM JIMLAM BO3MOXKHOCTH JOCTyla K CpEACTBaM
3alUThl MHOpPMALMK, a TaKKe K TEXHUYECKMM W HPOrpPaMMHBIM CpEACTBAM,
CIIOCOOHBIM TOBJIMATH HA BBIMOJIHEHHE MPEABSABISEMBIX K CPEICTBaM 3alllUThI
uHpopMaluu TpeOOBaHUIA;

O HacTpoWka M KOHQUI'YpUpPOBaHHE CPEICTB 3alIUThl HMH(OpPMAIMM, a TaKXKe
TEXHUYECKUX U TPOTPAMMHBIX CPEACTB, CHOCOOHBIX TMOBJMATH HA BBINOJIHEHHE
NpeIbABISEMBIX K CPEICTBaM 3aIIUThl MH(OpMaIK TpeOOBaHMI, B HapyIIEHUE
HOPMAaTUBHBIX U TEXHUYECKUX JTOKYMEHTOB;

O HecooOmeHne o (akTtax yTpaTbl, KOMIPOMETAIMH KIIOUYEBOW, MapOJBHON W
ayreHTU(UUUpYyIomeld uHbopManMu, a Takke 000 Apyroil uHpOpManuu
OTrPaHUYEHHOTO JI0CTYIA.

Hau6ob111y10 omacHOCTb NPEACTaBISAIOT IPeTHAMEPEHHbBIE YTPO3bl, HCXOISAIINE KaK OT
BHEIIHUX, TaK U OT BHYyTPEHHUX aHTPOIIOTEHHBIX HCTOYHUKOB.
HeoOxoaumo paccMaTpuBaTh ClEAYIONINE KIACChl TAKUX YTPO3:

O yrpo3bl, CBSI3aHHBIE C TPEJHAMEPEHHBIMH JACHCTBUSIMM  JIML,  HUMEIOLUMU
noctyn k HCII[H, Bkmrouas mnons3oBateseid MCIIJIH ¥ MHBIX COTPYAHHKOB
Yupexnenus, peanusyomuMu yrpo3sl HenocpeactsenHo B UCIIn (BHyTpeHHUI
HapYIIUTENh);

O YIrpo3bl, CBSI3aHHBIE C IPEIHAMEPEHHBIMHM [CHCTBUAMHU JIML, HE HMEIOLUIMMHU
noctyna k¥ HCI[JIH u peanu3ylomuMMuA yrpo3bl W3 BHEIIHMX CETEH CBS3HU
OOIIero MOJIb30BAaHUS MM CeTeil MEXIYHapOJHOr0 MH(POPMALMOHHOTO OOMEeHa



(BHEIIHUI HAPYILLIUTEID);
O YIpo3bl, CBS3aHHbIE C IPEAHAMEPEHHBIMU JICUCTBUSIMU JIUL, HE HUMEIOIIUMHU
noctyna k UCI/Ix u peanusyromnumu yrpo3sl no TKYU.
TexHOreHHbIe HCTOYHUKH YIpo3 Oe3onacHoctu I1/1n

TexXHOreHHble MCTOYHUKHM YIPO3 HAIpsIMYIO 3aBUCAT OT CBOMCTB TEXHHUKHU. [laHHBIE
MCTOYHUKHU TaKKe MOTYT ObITh KaK BHEUTHUMH, TaK U BHYTPEHHUMH.

K BHemHMM MCTOUYHUKAM OTHOCATCS HH(ppacTpykTypHbie nemenTsl UCIIIH: cpencTBa
CBA3M (TeneOHHbIE JHMHUW, JHMHUM TEpelayd MJaHHbBIX M T.Il.), CETU HHKEHEPHBIX
KOMMYHHKAIMH (BOJOCHAOXKEHNE, KaHATU3AIIHSI, OTOIJICHHUE U TIP. ).

K BHYTpeHHMM MCTOYHHMKAM OTHOCSTCSl HEKQU€CTBEHHbIE TEXHUYECKHE U IIPOrPAMMHBIE
cpeactBa o0pabOTKM WHGOpPMALKMU, BCIIOMOTATeNbHbIE CPEACTBa (OXpaHbl, CHTHAIU3AIUH,
TeneoHUn), Ipyrue Texuuyeckue cpeactna, npuMmensemoie B UCII/IH, a Takke BpeJOHOCHOE
IIPOrpaMMHO€E 00€CIIEYEHHUE U alapaTHbIE 3aKIaAKH.

Annapamuas 3axknaoxa

AnmnapaTHble 3aKJIaJKU MOTYT OBITb KOHCTPYKTHUBHO BCTPOEHHBIMU M aBTOHOMHBIMHU.
AnmnapaTtHble 3aKJIaJIKU MOT'YT PeaJIn30BaTh YTPO3bI:

o cOopa u Hakorutenus [1/1n, oOpabaTeiBaembix u xpanumsbix B UCII/IH;

o dopmupoBanus TKYU.

B cmiy oTMeueHHBIX CBOMCTB ammapaTHBIX 3akIaAoK 3¢ (GEeKTUBHAs 3aluTa OT HUX
MOXKET OBITb oO0ecredeHa TOJBKO 3a CYeT TIIATeIbHOrOo Yy4era HX CHeuupukd u

COOTBETCTBYIOIIEH OpraHU3allMi TEXHUYECKOW 3amuThl WHGOpMAIMM Ha BCEX CTaIHsIX
skn3HeHHoro uukia UCII/H.

Hocumenw 8pedonocroil npoepammoi

B xauectBe Hocutrens BpenoHocHou mnporpammbl B MCIIJIH MoxeT BbICTynaTh
anmapaTHBIM JJIEMEHT CPEJICTB BBIUMCIUTENbHON TexHuku u3 cocrtaBa WCII[n wmm I10,
BBITIOJIHSAIOLIEE POJIb IPOrPAMMHOIO KOHTEHHEpA.

Ecin BpenoHocHasi mporpaMma HE acCOLMHUPYETCs C Kakoh-mubo MpHUKiIaIHOM
nporpaMmoil u3 coctaBa cuctemHoro wim obmero IO MCIIJIH, B kauecTBe ee HOCHTEINS
BBICTYHAIOT:

O BHEIIHUI MAalIMHHBIA (OTYYXJIaeMblil) HOCUTENb, T.€. JUCKETa, ONTHYECKUN JMCK,

JA3epHBIN TUCK, (IIAII-TIaMsATh, BHEITHUN KECTKUH JHUCK U T.IL.;

O BCTPOEHHBIE HOCHUTENU HMH(pOpMAIMU (KECTKHE AUCKH, MUKPOCXEMBI ONEpPaTUBHOM
naMsATH, HPOLECCOpP, MHUKPOCXEMbl CHCTEMHOM IUIaThl, MHKPOCXEMBbI YCTpPOMCTB,
BCTPAaUBaeMbIX B CHUCTEMHBIN OJIOK yCTpOMCTBa — BHA€OaJaNTepa, CETEBOM IJIaThl,
YCTPOWCTB BBO/Ia/BbIBO/IA U T. ]I .)

O MHKPOCXEMbI BHEIIHUX YCTPOMCTB (MOHMTOpA, KJIABUATYyphl, MPUHTEpA, MJIOTTEPA,
CKaHepa U T.I1.).

B Tom ciydae, ecnu BpemOHOCHAas MporpaMMa MOXeT OBITh MPOACCOLMUpPOBAHA C
cucteMHbIM wian obuum [1O, ¢ daiinaMu pa3nuyHOW CTPYKTYpHl HIM C COOOILIEHUSMHU,

IIepelaBa€MbIMHU T10 CETH, TO €€ HOCUTEJIEM SIBIISIOTCS:

o maketsl nepeaaBaeMbix o cetu MCII{n coobmenuit;

o (paiinel (McTIONHSIEMBIE, TEKCTOBEIE, TpaduyecKue u T.1.).

[Ipy BO3HMKHOBEHMHM Yrpo3 W3 JIaHHOM TIpynmbl TOSBISETCS MNOTEHUUATIbHAS
BO3MOKHOCTh HAapylIeHHUs KOHQHUACHIMATBbHOCTH, LEJIOCTHOCTH, IOCTYHHOCTH M JIPYTHX
XapakTepucTuk 6ezonacHoctu [1/1H.

Cruxuiinbie HCTOYHUKH Yrpo3 6e3onacHoctu I1/{n

CruxuiiHple  UCTOYHMKM  YIpo3  OTJIMYaeTcs  OONBIIMM  pa3HooOpasMeM H
HEIPEACKa3yeMOCThIO U SIBIIAIOTCS, KaK MPaBUIIO, BHEITHUMU 10 OTHOLIEHUIO K YUPEKICHUIO.
[lon HMMH, pexne BCETo, pacCMaTPUBAIOTCS PA3JIMUYHBIE NPUPOJHBIE KAaTAKIU3MBIL: MOXKaphbl,
36eMIIETPSICEHUSI, yparaHbl, HABOJHEHUs. BO3HMKHOBEHHME OSTHX MCTOYHUKOB TPYAHO
CIIPOTHO3MPOBATh M MM TSDKEJIO HPOTHBOACHCTBOBATh, HO NPU HACTYIJICHUU IOJ0OHBIX
coObITHi Hapymaetcs mratHoe (pyHkmuonupoBanue camord MCII[H u ee cpeacTB 3amiuThl,



4TO MOTCHHUAJIBHO MOXCT HNPHUBCCTHU K HAPYHICHUIO KOH(bI/IlleHLII/IaHBHOCTI/I, OEJI0CTHOCTHU,
JOCTYIHOCTH U IPYTUX XapakTepucTtuk 6ezonacHocty [1J1H.

3amura OT yrpo3, MCXOASIIUX OT TEXHOTEHHBIX M CTUXMUHBIX HCTOYHHMKOB YIpo3
6esonacunoctu [1/1H, permameHTHpyeTcs UHCTPYKUUAMU, pa3padOTaHHBIMU U YTBEPKICHHBIMU
orepaTopoM ¢ yueToM ocobeHHoctelt axcruryaranuu MCITH.

VIIl. Moaesb HapymuTeJisi 0€30NMaCHOCTH MEPCOHATBHBIX TAaHHBIX

1. AHanu3 BO3MOXKHOCTEH, KOTOPBIMH MOXKET 00J1aaTh HApyUIMTENb, MPOBOIUTCS B
pamMKax MOJENI HapyIIUTEIs.

[Tpu pa3paboTke MoeIH HAPYIIUTENS 3aUKCHPOBAHBI CIETYIOLINE TOJIOKCHHS:

o besonmachocts II[ln B UCIIJIH oOecrmeunBaeTcsi  CpeACTBAMHU  3AIlUTHI
nnpopmanuu HCII[IH, a Takke HCHIONB3YyeMbIMH B HHUX HWH(OOPMAIMOHHBIMU
TEXHOJIOTHSIMU, TEXHUYECKUMHU u IPOrpaMMHBIMHU CpelICTBaMH,
YIIOBJICTBOPSIONIMMY TPEOOBAaHUSAM TI0 3alIUTE WHPOPMALUHU, YCTAHABIMBAEMBIM B
COOTBETCTBHH C 3aKOHOAaTeIbCTBOM Poccuiickoit denepanuu;

o Cpeacra 3ammrtbl uHpopManuu (C3U) mraTHO (QYHKIMOHUPYIOT COBMECTHO C
TEXHUYECKUMH U MPOTPAMMHBIMHU CPEICTBAMHU, KOTOpBIE CIIOCOOHBI MOBIUATH Ha
BBINIOJIHEHHE NpeabsaBisieMblx kK C3U TpeboBanmii;

o C3U ue moryr obecneunts 3amury [I/IH oT neiicTBuUil, BBINOIHAEMBIX B paMKax
MIPEIOCTABICEHHBIX CYOBEKTY AelcTBUl monHomouuit (Hampumep, C3U He MoOxker
obecnieunth 3amuty [1/IH OT packpeiTus JUIIAMH, KOTOPHIM MPEAOCTABICHO MPAaBO
HAa JIOCTYII K 3TUM JIaHHBIM).

2 .Onucanue HapyUIMTeIeH.
C Touku 3peHHs HaJu4yMs TpaBa IOCTOSHHOTO WJIM pa3oBOro JOCTyna B
koHTposupyemyro 30HY (K3) obbexToB pasmemenuss WCIIJIn Bce (usnueckue mia MoryT
OBITH OTHECEHBI K CIEIYIONINM JIBYM KaTErOpHsIM:

o kareropus | — numa, He HMelOIIME IpaBa JOCTyHa B KOHTPOJIUPYEMYIO 30HY
NCII/H;

o kareropus |l — nuna, umeronye npaBo JOCTyNa B KOHTPOJIUPYEMYIO 30HY
NCTI/H.

Bce noreHnpanpHple HApYIIUTENN TOAPA3ACIIAIOTCS Ha:
O BHEIIHMX  HApYLIMTENIEH,  OCYILIECTBIAIOIIUX  aTaku  U3-3a  IIPEJCIIOB
koHTpoiupyemo 30861 UCII/IH;
O BHYTPEHHHUX HApYIIUTENEH, OCYIIECTBILIIONIMX aTaKW, HAXOMACh B Ipenernax
KoHTposmpyemoit 308bI UCIT/IH.
B xadecTBe BHELIHEr0 HAPYIIUTEIS KPOME UL KaTeropuu [ To/KHBI paccMaTpUBaTLCS
Taroke ymia kareropuu |, Haxonsmuecs 3a npenenamu K3.
B ornomennn VUCII/IH B kauecTBEe BHEUIHETO HAPYIIUTEIAMHU U3 YUCIIA JHI Kateropuu |
MOTYT BBICTYTIATh:

O OBIBIIKE COTPYIHUKHU Y UPEKICHHUS;

O TOCTOPOHHHE JIMIA, MBITAOIIUECS MOIYy4nuTh T0CTyl K II/[H B MHMIIMaTMBHOM
MIOPSIZIKE;

O MPEACTAaBUTEIU MPECTYIHBIX OpraHU3aIii.

BHemHni1 HapylmnTeap MOXKET OCYIIECTBIATD:

o mnepexBar oOpabareiBaeMbix TexHuueckumu cpenactsamu MCII[In I1/Ix 3a cuer ux
yreukd o TKYU ¢ ucnons3oBaHWeM MOPTATUBHBIX, BOBUMBIX, HOCUMBIX, a TAKKeE
aBTOHOMHBIX aBTOMAaTUYECKUX CPEACTB Pa3BeIKU CEPUITHON pa3paboTKy;

O JIECTPYKTHBHBIC BO3JICHCTBUS Uepe3 3JIEMEHTHI HH(OPMAIIMOHHON HHOPACTPYKTYPHI
UCIIdH, KOoTOphle B MPOLECCE CBOETO >KU3HEHHOTO MLHKIa (MOAEpHU3AIUS,
COIIPOBOKICHUE, PEMOHT, YTUIM3alMs) OKa3bIBatOTCs 3a mpeaenamu K3;

O HECaHKLUMOHHWPOBAHHBIM JOCTYN K MH(OPMAIMH C HCIOJB30BAaHHUEM CHEIHaTbHBIX



IIPOrPaMMHBIX BO3JIEHCTBUN IOCPEACTBOM IIPOrpaMMbl BHUPYCOB, BPEJOHOCHBIX
[porpamM, aITOPUTMUYECKUX WIHA IPOTPAMMHBIX 3aKJIaJ0K;

O mepexBar WH(pOpPMAIMHU, NIEPEAABAEMON 1O CETSIM CBSI3U OOLIETO MOJIb30BAHUS WIH
KaHajlaM CBsI3U, HE 3allUIIEHHBIM OT HecaHKuMoHupoBaHHoro nocryna (HCJ) x
nH(OpMAIUK OPTaHU3AIMOHHO- TEXHUYECKUMU MEpaMH;

o araku Ha VICII/In nyrem peanu3anuu yrpo3 yAajJleHHOTO JOCTYIIA.

Buytpennuit Hapymurens (auna xateropuu II) monmpasnensercs Ha BoceMb IPYII B
3aBHCUMOCTH OT CII0c00a M TOJHOMOYMH JaocTymna K uHpopMmauuoHHbIM pecypcam (MP)
NCITAn.

K mepBoil rpymnme OTHOCATCS  COTPYAHUKH  YUPEKICHUsA, HE  ABIIOLIUECS
3aperuCTPUPOBAHHBIMU MOJb30BaTeaMu W He nponyiieHHble Kk UP WUCII[AH, HO uMmerolue
CaHKLMOHMPOBaHHBIN foctyn B K3.

JIn10 1aHHOM TPYIIIBI MOXKET:

O pacmonaraTh HMMEHaMHU M BECTU BBISIBICHHE Mapoyied 3aperucTpUpPOBAHHbBIX

noas3oBatreneit UCII/IH;

O U3MEHATh KOH(Urypamuioo TEXHHUYECKUX cpeAcTB oOpadorku II/IH, BHOCHUTH
nporpamMMHo-anmapatabie 3aknagku B [ITC UCIIAH u obecneunBaTh CheM
nHGOpPMAINY, WCHOJB3ys HEMOCPEACTBEHHOE TOJKIIOUEHHE K TEXHHYECKUM
cpencrtBam o0paboTKu HH(OpMAITUH.

Ko Bropoii rpymnme oTHocsTCs 3apeructpupoBaHHble nonb3oBarenu  WCII/H,
ocymectBisitomue orpanndeHubid 1octymn k UP UCIT/Iu ¢ pabouero mecta. K 3T0i1 kareropun
OTHOCSITCSI COTPYAHUKH YUpEKJEHHUs, UMerIue npaBo gocrymna k jokanbHeiM P UCITAH
TSl BBITIOJTHEHUS CBOUX JIOJDKHOCTHBIX 00SI3aHHOCTEH.

JIM1o 1aHHOW IPYIIIbL:

o 00Ja1aeT BCeMH BO3MOXXHOCTSMH JIMI] IEPBON KaTErOpHH;

O 3HAET, 0 MEHBILIEH MEPE, OJHO JIETAIBHOE UMS I0CTYIIa;

o oOnmamaer  BceMH ~ HEOOXOIUMBIMM  aTpuOyramu  (Hampumep,  HapoJieM),

obecneynBaromum goctyn k UP UCITH;

o pacnonaraet [I/H, K KOTOpbIM UMEET TOCTYIL.

- K Tperbeli rpynmne OTHOCATCS 3aperHCTPUPOBAHHBIE IIOJB30BAaTENM  IOACHCTEM

UCTIH, ocymecTBiusdmonmme yAaaleHHbd pgoctyn K I[IJlH mo jokanbHOU ceTn

VYupexeHus.

JIno 1aHHOM IPyYIIIbL:

o 00Ja1aeT BCeMHU BO3MOYKHOCTSIMU JIUI] BTOPOH KaTEropuH;

o pacnonaraer uHpopmarmeir o tomosioruu cetu VCII[H u cocTaBe TEXHUYECKUX

cpencts UCII/IH;

O MMEeT BO3MOXHOCTb MPSAMOro ((pU3NUECKOT0) JOCTYIA K OTACIbHBIM TEXHUYECKUM
cpenctam (TC) UCII/IH.

K gerBeproii rpymie oTHOCATCS 3aperucTpupoBanHblie nosp3oaTenu UCII/IH ¢

MOJTHOMOYHUAMH aAMuHUCTpaTopa 6e3onacHoct MCIT/IH.
JIno TaHHOM IPyYIIIbL:

o o0nanaer MoIHON MHGpOpPMAIME O CHCTEMHOM M MPUKJIAJHOM MPOrpaMMHOM
oOecnedenunu, ucnoiaszyemomM B cermente UCII/IH;

o obsagaer MOJMHOM MHQOpMaIMed O TEXHMYECKHX CpelICTBaxX U KOH(UTypaluu
cermenta UCIIdH;

O HMeeT JIOCTYN K CpPeACTBaM 3allUThl UHPOpPMAIMK U IPOTOKOJIUPOBAHUS, a TaKKe
K OT/I€JIbHBIM 2JIEMEHTaM, HcTionb3yeMbIM B cermenTe MCII/H;

O HMEEeT JOCTYN KO BceM TeXHu4YeckuM cpeacrBam cermenta MCII/H;

o obmagaer mpaBaMH KOH(QUTYpPUPOBAaHMS W  aJIMUHHCTPATUBHOW  HACTPOMKHU
HEKOTOPOTO MOJMHOKECTBA TeXHUUecKuX cpeAcTB cermenTa UCII/IH.

K nsroit rpynne oTHOCATCA 3aperucTpUpOBaHHBIE MOJIB30BATENN C MOJHOMOYUSIMU

CHCTEMHOTO  aJMHHHUCTPATOpa,  BBINOJHSIOMIETO  KOHQUI'YpUpOBAaHHE M YIpaBJICHUE



POrpaMMHBIM O0OecliedeHueM M 00OpYyAOBaHMEM, BKIIOYas OOOpYZOBaHUE, OTBEYalollee 3a
0€30MacHOCTh 3allUIIAEMOT0 O0BEKTa: CpelCTBAa MOHUTOPUHIA, PE3EPBHOIO KOIMMPOBAHMS,
AHTUBUPYCHOI'O KOHTPOJIS, 3aIlUThl OT HECAHKLIIMOHUPOBAHHOI'O 1OCTYIIA.

JIn1o JaHHOM TPYIIbI:

o obmamaer mojHON HHGOPMALIKEH 0 CHCTEMHOM, CIICIIUAILHOM | npukiagHom 110,
ucnosbzyemom B UCITIH;

o obmanaer nosHoi uHpopmarueit o TC u kondurypaunu UCITTx

o umeet goctyn ko Bcem TC UCII[IH u nanHbiM;

o oOnazaer mpaBaMH KOH(QUIYpUPOBAHUA M aIMUHUCTpAaTHBHON HacTpoiiku TC
NCTL/n.

K mecroii rpymnme oTHOCATCS 3apeructpupoBaHHble mnonb3oBatenu MCII[H c
MOJTHOMOYHSMH aIMHHHUCTpaTOpa 0€30MacHOCTH YUpPEKACHUS, OTBEYAIOIIETO 3a COOI0ICHNE
MpaBWJI pa3TpaHUYEHHUs JOCTYyMa, 3a TEHEpPalMI0 KIIOUEBBIX JJIEMEHTOB, CMEHY IapoJieH,
KpUNTOTrpaguyuecKyo 3amuTy HHPOpMaUuu. AJIMUHHCTPATOp OE30MAaCHOCTH OCYIIECTBIISET
ayJUT TEX )K€ CPEJICTB 3alIUThl 00BEKTA, UTO U CUCTEMHBIN aIMUHUCTPATOP.

JIno 1aHHOM IPYIIILL:

o obmanmaer nosHoi uHpopmanueit 06 UCII/IH;

O HMEEeT JOCTYIl K CPeICTBaM 3alluThl HHOOPMALIMK U IPOTOKOJIUPOBAHUSA U K YacTU

kioueBbIx nemeHToB UCII/IH;

O HEe HMMEeT MpaB JAOCTyNa K KOHPUTYPUPOBAHHMIO TEXHHUYECKHUX CPEACTB CETH 3a
UCKJIIOUYEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

K ceapmoii rpymnme OTHOCATCS JdHIlAa W3 4YHCIa MPOTPAMMHCTOB - DPa3pabOTUYUMKOB
CTOpPOHHEH OpraHu3amnuy, SBJSAIOMmMUXcS noctaBmukamMu [10 u nmna, obecniedyuBaromye ero
conpoBoXxacHUE Ha 00bekTe pazmernieHuss UCIT/IH.

JI1o naHHOM TPYIIIbL:

o obmagaer uHGOpManueil 06 arropuTMax U mporpaMmax o0paboTku MHoOpMaLuu B
NCTIH;

o 00Ja1aeT BO3MOKHOCTSIMU BHECEHUS OIIMOOK, HEEKIaAPUPOBAHHBIX BO3MOXKHOCTEH,
IIPOrPaMMHBIX 3aKianoK, BpenoHocHbIX nporpamm B I1O MCIIJIH Ha craguu ero
pa3pabOTKH, BHEAPEHUS U CONIPOBOXKACHUS;

O MOXeT pacmonarate JoObMu (¢parmeHnTamu HHpopmamuu o TC o6paboTku u
3auThl nHpopmanuu B UCII/IH.

K BocbMmoii rpymne otHocsTea nepconal, oocnyxkupatomuii TC UCIIH, a Takxke nuna,

o0ecreunBaroIue NocTaBky, conpoBoxaenue u peMoHT TC UCII/IH.
JIno 1aHHOM IPYIIIbL:

o o0mamaer BO3MOXHOCTSIMH BHeceHHs 3akimamok B TC HCII[a ma cragum ux
pa3paboTKu, BHEAPEHUS U CONTPOBOXKICHUS;

O MOXeT pacnonaratb ¢parmeHtamu uHpopmauuu o Ttomosiorun  WCIIH,
aBTOMAaTH3MPOBAHHBIX pabo4yMx MecTaX, cepBepax U KOMMYHUKALMOHHOM
obopynoBanui, a Taxke o TC 3amutel uHGpopmanuu B UCII/IH.

3. IlpeamnonosxkeHus: 0 BO3SMOXKHOCTSIX HApYILIUTES.

Jns monmydenust ucxoAaubix aAanHbix o MCII/IH napymuTens (kak | kareropuu, Tak u
Il xaTeropuu) MOXET OCYIIECTBIATh IepexBaT 3amu@poBaHHON HMHPOpPMAIMM U  HHBIX
JAHHBIX, TEpeJaBaeMbIX IO KaHaJaM CBS3M CETSIM OOLIero MoJb30BaHUA U (WJIM) CETAM
MEXIyHApOAHOTO MH(POPMAIIMOHHOTO 0OMEHa, a TakxkKe M0 JIoKaTbHbIM ceTssiM UCIT/IH.

JIro00i1 BHYTpEHHUN HAPYIIUTETh MOXKET UMETh (PU3WYECKUI TOCTYI K JTUHUSAM CBSI3H,
CHUCTEMaM IEKTPONUTAHUS U 3a3€MJICHUS.

[Ipenmonaraercsa, YTO BO3MOKHOCTH BHYTPEHHETO HApPYIIUTENS CYLIECTBEHHBIM
00pa3oM 3aBUCAT OT JCHCTBYIOIIMX B MpEAEIax KOHTPOIUPYEMOH 30HBI OOBEKTOB Pa3MEIICHHUS
HUCII[IH orpaHUYUTENBbHBIX (AKTOPOB, W3 KOTOPHIX OCHOBHBIMHU SIBIISTFOTCS PEXHUMHBIC
MEPOIPUATHS U OpPraHU3aLMOHHO-TEXHUYECKHE MEPBI, HAIIPABJICHHBIC Ha!

O TMpenoTBpalleHHE U MpeceYeHne HECAaHKIIMOHUPOBAHHBIX J1€HCTBUM;



O ToJ00p M pacCTaHOBKY KaJIpOB;
O JAONYyCK (PM3MYECKHX JIMILl B KOHTPOJIUPYEMYIO 30HY M K CPE/CTBA BBIYMCIMTEIbHON
TEXHUKHU;

O KOHTPOJIb 32 OPSIIKOM MPOBEACHHUS padoOT.

B cwiy 5TOro BHYTpEHHHII HapylMTEIb HE MMEET BO3MOXKHOCTH IIOJYYCHHS
cneunanbHbix 3HaHui 0 UCII/IH B 00BbeMe, He0OX0AMMOM ISl PELICHHs BOIPOCOB CO3JIaHHS U
npeofoneHus cpencts 3ammrthl [1/IH, M uCKIO4aeTcs €ro BO3MOXKHOCTh IO CO3LAHMIO U
IIPUMEHEHHUIO CIIELUAJIbHBIX IIPOrpaMMHO-TEXHUUYECKUX CPEICTB peanu3anuu
LIeJICHANPABJICHHBIX BO3JEHCTBUI JAHHOTO HapyLIUTENs HA MOJUIeXkKalllue 3aIluTe 0ObEKThl U
OH MOXET OCYLIECTBJIATh IMONBITKM HECAaHKIIMOHUPOBAHHOTO nocTtyna Kk P ¢ ucnons3zoBanueM
TOJBKO IITAaTHBIX MporpamMmHo-TexHuueckux cpeacts MCII[IH Ge3 HapymeHus ux
LIEJIOCTHOCTH.

Bo3MokHOCTR  croBopa BHYTPEHHUX HapyumuTenaed Mexay coOoi, croBopa
BHYTPEHHEI0 HapYyUIUTENs C IEPCOHAJIOM OpraHu3anuii-pazpadorunkos noacucreM MCII/IH, a
TAaKK€ CroBOpa BHYTPEHHEr0 M BHEIIHEro HapylIUTeNled JOJDKHA ObITh MCKIIHOYEHA
IIPUMEHEHUEM OPraHU3aUOHHO-TEXHUYECKUX M KaJPOBO-PEKUMHBIX MEp, NEHCTBYIOIIUX HA
obbekTax pasmemenus MCIT/Ix.

4. IlpenmnonoxeHust 00 UMEIOIIUXCS Y HApYLIUTENS CPEICTBAX aTaK

[Ipennonaraercsi, YTO HapyIIUTENb UMEET BCe HEOOXOAMMBIE /IS IPOBEACHHUS aTak 1o
JOCTYITHBIM €My KaHaJIaM aTaK CPeJICTBA.

Buemnuit Hapymwurtens (naumna kareropuu |, a Ttakke nuna kareropuu |l mpu
HaxoxaeHuu 3a mnpenenamu K3) MoOXeT wHcCmosb30BaTh CIEAYIOIIME CPEACTBAa JOCTyNa K
3anIaeMoi uHGopMaIu:

O JOCTyHHbIE B CBOOOJHOW Mpoja)ke anmnapaTHblE CpeIcTBa U IPOrpaMMHOE
o0ecrieyeHre, B TOM 4HCJIE€ MPOTrpaMMHBIE U  amlapaTtHble KOMIIOHEHTHI
KPHUIITOCPEICTB;

CrelMalbHO pa3padoTaHHbIEe TEXHUYECKHE CPECTBA U TPOrpaMMHOE 00ECTIeUeHHE;
CpeJCTBa IepexBaTa U aHalIu3a MHPOPMAIIMOHHBIX TTOTOKOB B KaHAJIAaX CBSI3U;
criellManbHble TEXHUYECKUE cpesicTBa nepexsara nHpopmanuu no TKYU;
mratHele  cpenctBa UCII/IH (TONbKO B cilydae MX pacroyioKeHHs 3a MpeaeaaMu
K3).

BHyTpeHnHuii HapymmTenp A8 JOCTyNa K 3allMIacMoid MHQOpMAIMH, coiepralien
[1/T1, MokeT ucnosib30BaTh TOIBKO mTatHbie cpeacTBa UCIIIH. [Ipu 3TOM ero BO3MOKHOCTH
[0 MWCIOJNb30BAaHMIO INTAaTHBIX CPEACTB 3aBUCAT OT peanns3oBaHHbIXx B HCIIIH
OpPraHU3alMOHHO-TEXHUYECKUX U PEKUMHBIX Mep.

5. OmnucaHue KaHAJIOB aTak.

Bo3MOXHBIME KaHajmaMu arak, KOTOpPBIE MOXKET HCIOJIb30BaTh HAPYIIUTENb JUIS
nocTyna K 3amuniaemoit napopmanuu B UCII/IH, aastoTcs:

O KaHalbl HEMOCPEJCTBEHHOTO JOCTyla K OOBEKTYy (BHU3yaJbHO-ONTHYECKUH,
aKyCTHUECKUH, (pU3NUecKuii);

O DJIEKTPOHHBIE HOCUTEIH HH(OPMAIIMK, B TOM YUCIIE ChEMHBIE, CAAHHBIE B
PEMOHT U BBILLIEANINE U3 YIIOTPEOICHNUS;

o OyMa)kHbIe HOCUTEIHN HH(POPMALINH;

O WITaTHbIE NporpaMMHo-annapaTtHeie cpencrsa UCII/IH;

O KaOeJbHBIE CHUCTEMBI M KOMMYTAllMOHHOE OO0OpYyIOBaHHE, PpACIOJIO)KEHHBIE B
npejaenax KOHTpoJupyeMor 30HbI W He 3ammuiieHHbie oT HCJl x mHboOpmarmm
OpraHU3alMOHHO-TEXHUYECKUMHU MEpPaMHu;

O HE3alUUICHHBbIC KaHAJIbI CBS3H;

TKVYMH.

6. Tun mapymmrens npu ucnois3zoBanuu B MCIIJIH kpunTorpaduueckux CpeacTs
3alUThl HHPOPMALUU

I[Ipu oOmene wuHbpopmammern wMexay WCIIJlH w BHEMIHUMH TIO OTHOUICHUIO K

O O O O



OPEeNNpUATHIO HMH(DOPMANMOHHBIMA ~ CHCTEMaMH HEOOXOJMMO HCIIOJIb30BAHHUE CPEICTB
kpunrorpaduaeckoit 3amutsl nHGopmanuu (CK3M).

YpoBeHb KpuUNTOrpaQUuecKoil 3aiuThl MEPCOHAIBHBIX IaHHBIX, O0CCIIEYNBAEMOM
CK3U, onpenensiercs MyreM OTHECEHUS HApYWIUTENsA, JCUCTBUAM KOTOPOTO JOJKHO
npotuBocTosATh CK3U, K KOHKpEeTHOMY THITY, U 0a3upyeTCsl Ha MOIX0/IaX, OMUCAHHBIX B
«MeToIMYeCKUMU  pEeKOMEHJAIUSIMH 10 OOECHEeYeHHI0 C IOMOIIBI0  KPUITOCPEICTB
0€30MaCHOCTH TEPCOHANBHBIX HaHHBIX NMPU HX 00paboTke B HH(GOPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX JTAHHBIX C UCIIOJIb30BAHUEM CPEJICTB aBTOMATU3ALIUI.

Tun napymurens u kiaacc CK3U nomkeH onpeaensaTbCs B COOTBETCTBUU C TAOIHIICH
Ta6mmma — CooTBeTcTBHE TUIOB HapymuTens u kiacca CK3U

I'pynna BHyTpeHHero HapyummureJist Tun Hapymmrens Kaace CK3HU
I'pynmna 1 H2 KC2
I'pynma 2 H3 KC3
I'pynma 3 H3 KC3
I'pynmna 4 H3 KC3
I'pynma 5 H3 KC3
I'pynma 6 H3 KC3
I'pynma 7 H5 KB2
I'pynma 8 H4 KBI

Buemnuit Hapymurtens otHocutcs k tunmy HI1. Ilpm stoM, ecaum oH oOnanaer
BO3MOXKHOCTSIMM 10 CO3JJaHMI0O  CHOCOOOB M TOATOTOBKM  aTaK, AaHaJOTMYHBIMHU
COOTBETCTBYIOIIMM BO3MOKHOCTSIM BHYTpeHHero Hapymutens Tuna Hi (3a uckimoueHuem
BO3MOKHOCTEH, Mpe1oCcTaBIIeMbIX TPeObIBAaHUEM B MOMEHT aTaKu B KOHTPOJIMPYEMOM 30HE), TO
3TOT HApYIIUTENb TaKKe OyJeT 0003HauaThCs Kak HapymuTensb Tuna Hi.

IX. AkTyajibHble  YIrpo3bl  0e30laCHOCTH  NEPCOHAJNbHBIX  JaHHBIX B
HHGOPMALMOHHBIX CHCTEMAaX MePCOHATbHBIX JAHHbBIX

1. Jlns BbIsiBIEHUS U3 Bcero mepedHs yrpo3 OesomacHoctu [I/IH akTyanbHBIX IS
WCIIIH oueHuBaIOTCS ABA MOKA3aTEIIS:
o ypoBeHb ucxoanoi 3anunieHHoctu UCI/IH;
O dYacToTa (BepOATHOCTb) peau3allii pacCMaTpUBAEMON YIPO3BbI.
2. YpoBeHb HCXOIHOH 3alIMIIEHHOCTH HWH(QOPMAIMOHHOW CHCTEMBI IEPCOHATBHBIX
JTAHHBIX
[Ton ypoBHem wucxomuoit 3amumieHHocTH WMCIIJIlH moHuMMaercs  000OIICHHBIN
MOKa3aTelb, 3aBUCSIIMA OT TEXHUYECKUX M HSKCIUTyaTalHOHHBbIX Xapaktepuctuk WCII/IH.
[Tepeuenb gaHHBIX XapakTepUCTHK U mokazatenu 3amuineHHoctu UCII/IH, 3aBucsanme oT HUX,
MOKa3aHbI B Ta0JIHUIIE.
3. ITokazarenu, OTHOCAIIHECS K YUPEXKICHUIO BBIICICHBI JKUPHBIM KYPCHBOM.
Jns omnpenenenust ucxomnoi 3amuineHHocTd WCIIIH nomkHO OBITH paccuuTaHO
MPOLICHTHOE COOTHOLIEHHWE Ka)XJOrO0 YPOBHS 3allMIIEHHOCTH KO BCEM XapaKTEPUCTUKAM,
umeronM mecto s UCIT/IH.



Ta6mmma 9.1 — [Nokazatenn ucxoaHou 3amumennocTd UCIT/

TexHnueckue U IKCIIyaTanuoHubie xapakrepuctuku UCIIIn

YpoBeHb

Bricokmuii

Cpennnii

Huzknii

I1o TeppuTOpHAILHOMY pa3MeLIEeHUIO

pacupenenennas MCIIIH, KoTopas 0XBaThIBAET HECKOJBKO OOJacTei,
KpacB, OKPYrOB WJIM TOCYAApCTBO B IEIOM

ropozackast MUCII/IH, oxBaTbiBatomias He 0ojiee OJJHOIO HACEIEHHOIO
IyHKTa (ropoja, noceka)

kopnopatuBHas pacnpenenerHas MCIIJH, oxBaTheiBaromas MHOTHE
MO/pa3/iesieHrss OJHOM OpraHu3aluu

nokanpHasg (kammycHasi) MCII[IH, pa3BepHyTas B mpezenax
HECKOJIBKUX  OJIN3KO PaCHOJIOKEHHBIX 3AaHUN

Hokanvnaa HCI/[n, pazeepuymasn ¢ npedenax 00H020 30aHus

ITo HannunIo coeAMHEHNS ¢ CeTAMM 00IIero moJab30BaHus

NCII/Ix, nMmeromass MHOTOTOYSYHBIN BBIXOJT B CETh OOIIET0 MOJIb30BAHMS

NCII/Ix, nMmeromiast 0JHOTOYEUHBIA BBIXO] B CETh OOIIETO IMOJIb30BaHUS

NCTIH, pusnyecku OTACIEHHAs OT CETH OOIIET0 MOJb30BaHUs

ITo BcTpoeHHBIM (JIerajbHbIM) onepanusam ¢ 3anucsiMu 6a3 [1In

YTCHHUEC, IIOUCK

3anucs, yoanenue, COpmuposKa

Moupukamnus, neperada

ITo PAa3rpaHnICHUIO JO0CTYNIA K NEPCOHATBbHBIM JAHHBIM

HCI/Tn, k kKomopoii umeem Qocniyn onpedesieHHblil nepeuens
COMPYOHUKOQE8 Op2anu3auuu, agnarouwenca gnadeavuem HCI/In, 1uoo
cvovexm I/

NCTI/IH, kK KOTOpOM UMEIOT JOCTYN BCE COTPYIHUKH OpraHU3aluy,
ABJISIFOLIEHNCS BJIAJIETIBLEM

NCTI/IH ¢ OTKPBITBIM JOCTYIIOM

ITo Hanuuuio coenuHennii ¢ npyrumu 6asamu I1{n nabix UCIIIn

WnterpupoBannast UCII/IH (opranuzaius ucnoib3yeT Heckonbko 6a3 [1/1x
NCIIIH, mpu 5TOM OpraHU3alMs HE SBISETCS BIAAEIbIEM BCEX
ucnonb3yembix 6a3 I1/1H)

HCTI/IH, B koTOpo# ucnomnsiyercs ogHa 6aza [1/1x, npunaanexamas
opranuszanuu —iazaensy fanHon UCI1/Ix

ITo ypoBHI0 00001meHus1 (00e3anuuBanus) [1/{x




NCII/H, B KOTOpO Mpen0CTaBISIEMBIE MTOJIB30BATEIIO TAHHBIC SIBISIOTCA
00e3TMYCHHBIMY (Ha YPOBHE OpPTaHU3AIMH, OTPACIIH, 00JIaCTH, pErHOHA U T.]11.)

NCTIIH, B KOTOpOU TaHHBIE 003 TMYMBAIOTCS TOJBKO MPH Mepeaave B Apyrue
OpTraHHU3aIH U HE 00€3JIMYCHBI TIPU MTPEIOCTABICHUH TTOJIH30BATEIIO B
OpraHu3aluu

UCIIn, 6 Komopoui npedocnasiaemole noib308ameNit) QaHHbIe HE

AGNAIOMCA 00e3TUUECHHBIMU

(m.e._npucymcnigyemt und@ogzmauuﬂ, noszeoniarouian udeumud@uuu;zosamb

IIo 00bemy I1/IH, KOTOPBIE NPEAOCTABJISIIOTCH CTOPOHHUM
nouab3oBareassm UCIIIH Ge3

NCTIn, npegocrapistonias Bcto 0a3y nanubix ¢ [1/{x

HUCIIn, npedocmagnawuwan yacmo 1/In

WCIIH, HE TpeaoCTaBIISIONINEe HUKAKOH HHPOPMauu

Koauuecmeo pewenuii 1 2 1

Oobuee Konuvecmeo peuwieHuil 4

1. [punumaercsa, uto MCII/In nmeeT BBICOKUII ypOBEHb HCXOJHOW 3alIUIEHHOCTH,
eciin He MeHee 70% xapaktepuctuk MCIIIH COOTBETCTBYIOT YPOBHIO «BBICOKHI», a OCTaJIbHbIE
YPOBHIO «CPEIHUI».

B ciyuae, ecniu He menee 70% xapakrepuctuk MCIT/IH oTHOCHTCS K YpOBHIO

«HE HUYKE CPETHETO», @ OCTAJILHBIE K YPOBHIO «HU3KUI», TO UCXOAHAs 3alUIICHHOCTD
HCTIdn Oyaet cpeaHero ypoBHsL.

Bo Bcex ocranbubix ciyyasx UCII/IH Oyzner uMeTh HU3KHI ypOBEHb 3allIMIIEHHOCTH.

Hcxons u3 xpurepueB oleHKH, nenaeM BbiBoia, uro WCII[IH Yupexnenus umeer
CPEIHUN YPOBEHb 3aLUIICHHOCTH.

5. Onpenenenre akTyaJabHBIX YIpo3 0€30M1aCHOCTU EPCOHAIBHBIX JaHHbBIX.

Jlns1 olleHKH YPOBHSI MCXOJIHOM 3allMIIEHHOCTH BBOJIUTCS KOY(PPUIIMEHT UCXOTHON
3aIIMIIEHHOCTH Y |, KOTOPBIN MOXKET IPUHUMATh 3HAYCHUS:

0 — 1 BBICOKOM CTENEeHU UCXOTHOM 3aIlUIIEHHOCTH;

S — JuId cpefHel CTeNeHn NCXOTHON 3alIUIEHHOCTH;

10 — 11 HU3KOM CTENeHU UCXOIHOM 3alUIIEHHOCTH.

Crnenyronmm napaMeTpoM, HEOOXOAUMBIM JIJIS OIIPEIETICHHS aKTYalbHOCTH yIpo3
6e3onacnoctu I1/1H, sBseTcs yacToTa (WM BEPOSTHOCTD) PeaIn3allii YIpo3bl, M0/

KOTOPOW ITOHUMAETCS OIPEIEIECHHBIN SKCIIEPTHBIM ITyTEM ITOKA3aTellb, XapaKTEPU3 YOI
BEPOSTHOCTH peaTu3aliii KOHKpeTHO! yrpo3sl 6e3onacHocTu [11n ams UCITIH B peanbHbIX
yCIIOBUSAX ee QyHKIMOHUPOBaHUS. BBoIUTCS YeThIpe 3HaUeHHsI 3TOTO MOKa3aTers,
0003HayaeMoro kaxk Y2:

MaJIOBEPOSTHO — OTCYTCTBYIOT OOBEKTUBHBIE MTPEINOCHUTKU ISl OCYLIECTBICHUS YIPO3bl
(HampuMep, yrpos3a XHILEHHs HOocuTesled HMH(OpMAIMM JIMIAMH, HE WMEIOIIMMH JIETaIbHOTO
JIOCTYTIa B MIOMEIIEHUE, T MOCIeIHUE XPAHITCS);

HU3Kas BEPOSTHOCTbh — OOBEKTUBHBIC MPEINOCHUIKA Ui pealu3aldd  yrpo3bl
CYIIECTBYIOT, HO IPHUHATBIE MEpBl CYLIECTBEHHO 3aTpPyAHSIOT €€ pealu3aluio (Hampumep,
MCTIOJIb30BaHbI COOTBETCTBYIOIIME CPEICTBA 3ALIUTH HH(OPMAIIH);

CpeIHsIsl BEpPOSTHOCTb — OOBEKTHBHBIE MPEANOCBUIKM JUIsl peau3allii  yrpo3bl
CYIIECTBYIOT, HO IPUHSATHIE MepHI oOecrieuenus 6ezonacuoctu [1/{H HemoCcTaTOUYHBI;

BBICOKAasl BEPOSITHOCTb — OOBEKTUBHBIE MPEANOCBUIKM U1 pEalu3aluu  yrpo3bl



CYIIECTBYIOT U MepHI 10 obecrieueHuto 6e3omacuoctu [1/IH He TPUHSTEL.

JlanHblil moOKa3aTeslb IPUHUMAET CICAYIOUINE 3HAUCHHUS:

0 — 1 MasTOBEPOATHOM yrpO3bI;

2 — JIJ1s1 HU3KOM BEpOSITHOCTH YIPO3bI;

5 — i cpenHelt BEpOSTHOCTH yrPO3bI;

10 — 1751 BBICOKOI BEpOSITHOCTH YIPO3BI.

Hcnone3ysi 3HaUeHUs MPUBEICHHBIX BhIMIE Mokazarene Y1 u Y2, Beramcusercs
KO3 PHUIMEHT peaaTn3yeMoCTH yrpo3sl Y, onpeaeiseMblii cooTHomrenuem Y = (Y1+Y2)/20.

B 3aBHCHMOCTH OT CBOETO 3HaU€HUS ATOT KOIPPHUIIHMEHT MPUHUMAET 3HAYCHHUS:

0<Y <0,3 - peanmn3yemMoCTh Yrpo3bl IPU3HACTCSI HU3KOM;

0,3 <Y < 0,6 — peanmn3yeMoCTh yrpo3bl MPU3HACTCS CPEIHEIH;

0,6 <Y < 0,8 — peanmuzyeMoCTh yrpo3bl IPU3HACTCS BHICOKOM;

Y > 0,8 — peanmuzyeMoCTh yrpo3bl IPU3HAETCS OYEHD BBICOKOM.

Hanee naerca oueHka omnacHoctu Kaxaod yrpossl [I/In mms MCIIJu. lannas ouenka
HOCHT DKCIEPTHBIN XapaKTep M MOJy4aeTcsl MyTeM OIpoca YKCIEPTOB B 001acTH 0€30MacHOCTH
uHpopmanuu. JlaHHasi olleHKa UMEeT TpU 3HAYCHHUS:

O HH3Kad OINAaCHOCTb — C€CJIIM pealn3anusa Yyrpo3bl MOXCET TIIPHUBECTH K
HE3HAYUTCIBbHBIM HCTaTUBHBIM ITIOCJIICACTBHUAM AJIA CY6I>€KTOB HI[H,

O CpeAHsAs ONAacHOCTb — €CIM peajln3alus Yrpo3bl MOXKET IPUBECTU K
HEraTUBHBIM IOCIEACTBUAM AJisi cCyObekToB [1J[H;
O BBICOKas ONACHOCTb — €CJIM peaju3alMs Yrpo3bl MOXKET MPUBECTU K

3HAQYUTEJIbHBIM HETaTUBHBIM MOCIEACTBUAM TSl CyOBekTOB [1/]H.

[locne mpocuera Bcex MoKa3zaTened NPOU3BOAUTCS OLEHKA aKTyaJbHOCTH KaXaou
yrpo3sl 6e3onacHoctu [1/[H mpu ux obpadotke B UCII/IH ncxons u3 MaTpuilbl, IpUBEIACHHAS B
Tabnuue 9.2:

Tabmuna 9.2 — Matpuiia pacyera akTyallbHOCTH yrpo3 6e3omacHoctu [1/1H

PeasmzyemocTnb IToxa3aTenb ONACHOCTH YIPO3bI
YIpo3sl
Huska Cpennsis Bricokasn
Hwuskas HEaKTyaJIbHas HEaKTyaJbHas aKTyaJbHas
Cpennsis HEaKTyaJlbHas aKTyaJbHas aKTyaJbHasi
Beicokas aKTyaJbHas aKTyaJbHas aKTyaJbHas
O4eHb BbICOKAs aKTyaJbHas aKTyaJbHas aKTyaJbHas

Ha ocHoBaHuUM NOJIOKEHUN MOJIENHN YIpO3, MOJEIHU HAPYUIUTENs, JAHHBIX 00 HCXOJIHOM
samumienHoctn UCIAu (Y1), kosdpdunuenre peanuzyemoctd yrposbl (Y), BEpOSTHOCTH €€
peammzaiun (Y2), a TakKe OKCIEPTHOM OIIGHKM ONAaCHOCTH  YTPO3bl, ONpPEAeISIeTCs
aKTYyaJIbHOCTh KaXXJJ0M yrpo3sl 6e3omacHocTH [1/]H, oopadaTteiBaembix B UCIT/{H. (Tabmumna 9.3)

Tabmuma 9.3 — AktyansHOCTB yrpo3 6e3onmacuoctu 110

Beposit | K u
cpo 02 u Ouenka
HOCTh HEHT Onenka
Ne aKTyaib
VYrpo3a 6e3onacuoctu 110 peanusa | peanusye | OIACHOCTH
wn uu MOCTH 03Bl HoeTH
1 yrp yTPO3BI
YTPO3BI yTPO3BI
1. | Pasrnamenue, nepenaya uim yrpara 5 0,75 cpenHsis aKTyasb
aTpuOyTOB pa3rpaHUUYEHHs JOCTYIa K Hasl
NCIIIn
2. | Hapymenue npaBmwi XpaHEHUS 5 0,75 HU3Kas aKTyaJlb
aTpuOyTOB pa3rpaHUUEHUs JOCTYMA K Hast
NCIIn




3. | HecooOmienue o gaxTax yTpaThl, 10 1,0 BBICOKas AKTyaib
KOMIIPOMETAINH aTpuOyTOB Hast
pasrpanndenus goctyna k UCITqx

4. | BHeapeHue areHToB B YHMCIIO IIEPCOHANA 0 0,5 BBICOKas AKtyainb
CHCTEMBI Hasl

5. | HecaHKIMOHMPOBAaHHBIN 3aITyCK 2 0,6 BBICOKAs AKkryainb
TEXHOJIOTUYECKUX ITPOrpaMM, CIIOCOOHBIX Hasl
MIPU HEKOMITETEHTHOM HCTIOIb30BaHUH
BBI3bIBATh MOTEPIO PAOOTOCIIOCOOHOCTH
CHCTEMBI WJIN OCYIIECTBIISIONINX
HEOOpaTHUMbIC U3MEHEHUSI B CUCTEME
(popmaTupoBanue wIn
PECTPYKTYpHU3ALUI0 HOCUTEIEH
nHbOpMaNNY, YAaJICHUE TaHHBIX U T.11.)

6. | BBox ommOOYHBIX JaHHBIX 10 1,0 HU3Kas AKTyainb

Hast

7. | JleHcTBUS COTPYAHUKOB, IPUBOISAIINE K 5 0,75 BEICOKAs AKTyanb
YaCTUYHOMY HJIM TTOJIHOMY OTKa3y Hast
CHCTEMbI WJIN HApYLICHUIO
paboTOCTIOCOOHOCTH anmapaTHbIX WU
IIPOrpaMMHBIX CPE/CTB

8. | UrHopupoBaHue OpraHU3allMOHHBIX 10 1 cpenHsis AKtyaib
orpaHuyeHu (yCTaHOBIJIEHHBIX IPaBUI) Has
ipu padote ¢ I1]]

9. | ®usmueckoe pa3pynieHHE WK BHIBOJ U3 0 0,5 BBICOKAs AKTyaib
CTpOs BCEX WJIM OTJENIbHBIX Haubosee Hast
BakHbIX komrnioHeHToB UCIIIx

10. | Bakymku HECOBEPIIICHHBIX, YCTAPEBIIUX 0 0,5 HU3Kas Heakrya
WA HETIEPCIIEKTUBHBIX CPEJICTB JbHas
nH(pOpMaTHU3aLNK U UH(POPMALIMOHHBIX
TEXHOJIOTHI;

11. | Xumenue Hocurenei uHGOpMaInH, 2 0,6 BBICOKas AKTyainb
coaepxammx [TJ] Hast

12.| To xe, BHEUIHUIA HApYIIUTENb 2 0,6 BBICOKAs aKTyalb

Hast

13. | He3akoHHOE TTOSTydeHHE TTAPOJIeH 1 5 0,75 cpeaHss AxTyanp
JPYTUX PEKBU3UTOB pa3rpaHHuCHHSI Hast
noctyna k UCII/x

14.| To xe, BHEUIHUIA HapYIIUTENb 2 0,6 cpenHss aKkTyalb

Hast

15. | HecankuuonnpoBaHHast MOAU(UKAITUS 5 0,75 BEICOKAS AKTyanb
MPOrpaMMHOT0 oOecrieueHust Hast

16. | To xe, BHEUIHUI  HapYIIUTENb 2 0,6 BBICOKAs aKkTyalb

Hast

17.| Iepexsar 11, nepenaBaeMbIX MO 0 0,5 BBICOKas AKTyainb
KaHaJlaM CBSI3U Hast

18.| To ke, BHEMIHUN HAPYIIUTEIb 0 0,5 BBICOKas AKTyanb

Hasl

19. | HecanKkmoHMpPOBaHHOE KOTUPOBAHUE 5 0,75 CpemHsis AKTyanb
Hocutenel nnpopmarmu c I1J] Has

20.| To ke, BHEIIHUI HapyLIUTENb 2 0,6 cpenHss AKtyainb

Has




21. | YreHue ocTaTO4HOM HH(pOpMALIUU U3 0 0,5 HU3Kast HEakTya
OTIEPATUBHON MAMSATH U C BHEITHUX JbHAs
3alIOMUHAIONINX YCTPOUCTB

22.| To ke, BHEUIHUI HAPYIIUTENb 0 0,5 HU3Kast HEakTya

JbHAs

23. | HenpenHamepeHHOE 3apakeHUE 5 0,75 HU3Kas aKTyasb
KOMITBIOTEpa BUPYCaMHU Hast

24. | IlpegaaMepeHHOE 3apaKeHHE 10 1,0 HU3Kast aKkTyalb
KOMIIBIOTEpa BUPYCaMH Hast

25. | BMemaTensCTBO B POIIecC 5 0,75 BBICOKAs aKTyasb
¢dbyaxkunonupoBanus UCIIH , cereit Has
001IIEero NOJIb30BaHUS C LIENIBIO
HECaHKIIMOHUPOBAHHOM MOIU(UKAIINT
JTAHHBIX

26.| To ke, BHEIIHUN HAPYLIUTEIb 2 0,6 BBICOKas aKkTyalb

Hast

27. | HecaHKIMOHUPOBaHHOE BHEJPEHHUE U 10 1,0 cpenHss aKTyaJb
MCTIOJIb30BaHUE HEYUTEHHBIX TPOTPaAMM, Hast
HE SIBJISIFOLMXCSI HEOOXOMMBIMU JUTS
BBITTOJIHEHUS COTPYTHHUKAMH CBOUX
CIIy>keOHBIX 00s3aHHOCTEH

28. | To xe, BHEUIHHI HAPYIIUTENb 5 0,75 cpenHss aKkTyalb

Hast

29. | HeymbllieHHOE MOBPEX/IEHUS BHEITHUX 2 0,6 HU3Kas HEaKTya
KaOeNbHBIX CHCTEM CBSI3U JTbHAS

30. | Bo3HHKHOBEHHE MTOKAPOB B 2 0,6 BBICOKAs aKTyaJlb
HETIOCPEJICTBEHHOW OJIM30CTH K Hast
MIOMEIICHHUSM, B KOTOPBIX
obpabatsiBatorcs [1/] u apxuBam [1]]
pe3yibTaTe HEUCIPaBHOM
AJIEKTPOIPOBOJIKH, HEUCTIPABHBIX
TEXHUYECKHUX CPEJICTB, HAPYIIECHUS
COTPYIHUKAMH TPABUIT
IPOTHBOMNOXKAPHOM 0€30MaCHOCTH.

31. | Pa3pymienne 31aHui, OTACTHHBIX 0 0,5 BBICOKAs aKTyaib
IIOMELICHU N Has

32. | BO3BHUKHOBEHHE CTUXUITHBIX OYaroB 2 0,6 HU3Kas HEaKTya
M0KapoB JbHAs

33.| ABapuu B CUCTEMaXx 3JIEKTPOIUTAHHS 5 0,75 HU3Kas aKkTyalb

Hast

34.| ABapuu B cCTeMaX OTOIUICHUS U 2 0,75 CpemHss aKTyaJlb

BOJIOCHA0)KEHUS B HETIOCPEACTBEHHON Hast

OIM30CTH K TOMEIICHUSIM, B KOTOPBIX
obpabatsiBarotcs [1]] m apxusam [1]]
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